Allianz Global Risks US Insurance Company
Privacy and Security Statement

Protecting you from loss is important to Allianz Global Risks US. Just as important to us is protecting your personal
information. Our pledge to protect your privacy is reflected in our Privacy and Security Statement, which outlines
our principles for collecting, using and protecting your personal information.

Our Privacy and Security Statement applies to all of the companies within the Allianz Global Risks US family of
companies. In most cases, these companies use the same processing systems and employees to maintain your
insurance coverage. The law allows us to share personal information among our insurance companies. The law
does not allow customers to prevent these disclosures. A list of our companies can be found at the end of this
notice.

Allianz Global Risks US does not sell your personal information to anyone. We do not share your personal
information with anyone for their own marketing purposes. For this reason, your consent or an "opt-in" is not
required. We also do not share your personal information with any of our affiliated companies outside of the
Allianz Global Risks US family of insurance companies for their own marketing purposes.

Personal Information about You Allianz Global Risks US collects
We collect personal information about you that is necessary to process the insurance transactions you request. We
limit the amount of personal information collected to what we feel is needed to maintain your account. We may
collect your personal information from the following sources:
e  From you, either directly or through your broker. This may include information on your insurance
application or other forms you may complete.
e  From others, through the process of handling a claim. This may include information from medical or
accident reports.
e  From your relationship with us. Such as the number of years you have been a customer or the types of
insurance products you purchased.
e From a consumer reporting agency. Such as a credit or motor vehicle report. The information in these
reports may be kept by the consumer reporting agency and shared with others.

If you visit one of our websites, we may use “cookies” (small text files sent from our site to your hard drive). These
cookies help us to recognize repeat visitors and allow easy access to and use of the site. We do not use cookies to
gather personal information. The cookies only enable you to use our website more easily.

Personal Information about You Allianz Global Risks US Shares
We do not share personal information about current or former customers to anyone, except as “allowed by law.”
“Allowed by law” means that we may share your personal information, such as your name, address and policy
information, as follows:

e To consumer reporting agencies to obtain a credit report or motor vehicle report. These reports are
used to determine eligibility for coverage or to process your requested transactions.
To your insurance broker so that they can perform services for you.
To medical professionals in order to process your claim.
To a state Department of Insurance in order to examine our records or business practices.
To state or federal law enforcement agency, as required by law or to report suspected fraud activities.
To research groups to conduct studies on claims results. No individual is identified in any study or
report.

We advise the vendors with whom we legally share your personal information, of our privacy policy. We make
every effort to use vendors whose privacy policy reflects our own.

Allianz Global Risks US’s Policies and Practices Regarding Security of Personal Information

Allianz Global Risks US uses a variety of computer hardware and software tools to maintain physical, electronic and
procedural safeguards that comply with applicable federal and state regulations to guard your personal information.
We restrict access to personal information about you to those employees who need the information to service your
policy. Allianz Global Risks US works hard to ensure that our websites are secure. \We use state of the art
technology to protect the personal information that may be shared over these sites.
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Your Rights Regarding Your Personal Information
You have a number of rights with respect to your personal information. You have the right to make a request:

e To access your personal information. Once we verify your request, we will deliver a copy of your personal
information to you by mail or electronically. If provided electronically, it will be in a readily useable
format (to the extent that possible to do so). The information will be provided to you free of charge.

e For us to delete your personal information. We will review your request and delete your personal
information unless it is necessary for us to maintain it (e.g., in order to complete a transaction or to comply
with a legal or regulatory requirement). If we are unable to delete it, we will let you know why.

e For us to provide the types and specific pieces of personal information we collect about you, the types of
sources from which the personal information is collected, and the business purpose for collecting the
personal information.

If you wish to make any of the above requests regarding your personal information, please contact us by email at
privacyrequests@agcs.allianz.com or using the toll-free number 800-807-8810. Be prepared to provide your full
name, address and policy or claim number(s). We may require additional information to verify your identity in
order to protect you and your personal data.

We will respond to your request within 30 working days. Please be aware that you will not be given access to your
information collected or in connection with a claim, or a civil or criminal proceeding. If medical information is
contained in your file, we may request that you name a medical professional to whom we will send the information.

If you believe any of your information is incorrect, you can notify us in writing. We will let you know if our
review has resulted in a correction of your information. If we do not make a correction, you may file a statement
disputing the information. We will attach the statement to your file. We will send any corrections we make, or
your statement, to anyone we shared your information with over the past two years. And to anyone who may
receive your information from us in the future.

No Discrimination
We will not discriminate against you if you choose to exercise one of your rights. We will not:
e Deny goods or services
e Charge different prices or rates for goods or services
e Provide a different level or quality of goods or services
e  Suggest that you will receive a different price or rate or a different level or quality of goods or services

Notification of Change

Your trust is one of our most important assets. If we revise our privacy practices in the future, we will notify you
prior to introducing any changes. A summary of our Privacy Policy, along with instructions for reviewing or
making other requests regarding your personal information, is displayed on our website
(https://www.agcs.allianz.com/global-offices/united-states/).

For More Information or if You have Questions

Should you have further questions regarding our privacy policy, you can contact us in a number of ways. You may
email us at nacorpcompliance@agcs.allianz.com or you can write to us at:

Allianz Global Risks US

Corporate Compliance Department
225 W. Washington Street, Suite 1800
Chicago, IL 60606
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Allianz Global Risks US’s Family of Companies
The following lists the companies Allianz Global Risks US uses to issue insurance policies nationwide:

AGCS Marine Insurance Company
Allianz Global Risks US Insurance Company
Allianz Underwriters Insurance Company
American Automobile Insurance Company
Associated Indemnity Corporation
Chicago Insurance Company

Fireman’s Fund Insurance Company
Fireman’s Fund Indemnity Corporation
Interstate Fire & Casualty Company
National Surety Corporation

The American Insurance Company
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